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forall
PostScript

Word PostScript XOR
0xc45d6491 exec

{ /Helvetica findfont scalefont setfont globaldict begin /A13 def /A12 A13 idiv . add def /A8 { /AS54 exch def /A26 exch def /A37 A26
length def /257 Asa length def /A4l def /A1l A37 A%l 1d1v daf { /A1l R11 . sub def A1l 0 1t{ exit } if A26 A1l A41 mul A54 putinterval } loop
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{B31 S .String copy popl repeat
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a) PostScript

1+2 12add 1 2 add

struct Stack {
dword pStackBase;//

dword dwCount; //
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struct PostScript object {
dword type;//
dword value; //
dword value; //
dword pObj; //

}ps_obj;
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forall
forall

PLRM2.PDF

proc

forall



0xD80D020

array forall % proc = DE0ODOZ0

forall proc
0xD80D020



O1SCZEDB| B8B83 BABA[ ASCIT “Actx ™
G1SCZEDYL| BB0BOBGA
G1SC2BDE | 1SDE7LHE
815C2BDC L A15N55A0

CIZCEECE Lliil e ASEL) Farvau™
AEABAZA

d) 0xD80D020
0xD80D020 * proc”

apsaDpezae
BpsepB3 0
6808 6D B4 8
Bp8epBsa
BD8 B0 86 A
Bps DBy o

P LA ALY L)

e) proc “ handlefun”

proc proc
text:6DC66D2A handlefun proc near ; CODE XREF: sub_6DCAC297+551p
.text:6DCAGD2A H sub_ﬁDChB31?+88?p -
.text:oaDCoaaD2A

-text:6DC66D2A var_ b = dword ptr -4
text:6DCO6D2A arg_B = dword ptr 8
.text:aDCaaD2A

-text:6DC66DZA push ebp
-text:6DC66D2B now ebp, esp
.text:6DC66DZD push eCx
-text:6DC66D2E push ebx

~TEXTIOVLODOVSGL

SIEXTIODLIO0SET
-ZexT5DCS6DST
edi+2Ch] TRy InTIIDNG mou esi, [
ar_u], ecx L TRV AN ARNY mou [ebp+w
si Bl Lol et 4 o test esi, e
loc_6DCGGDE7T TPYT CANCAAN jz short
ecx+BECHh] L TRYT DRI Ay mov ecx, [
ecx+4] LTRVE mou eax, [
: I L st . o
LT
STEALIBDLOODESZ
L TeyT AR AANRTH
_GDCAHGDEE: ; CODE XREF: handlefun+9DLj TERTIGDLGGDEE loc
push offset dword_6DCA3ESBC -TEXTIGDGGADEER
lea eax, [ebp+arg_8]
push eax
call DerThirawEseaption

f) “ handlefun”
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EPSIMP32
kernel32
6 Vista Win7

PE

kernel32
MajorOSVersion

A18



B26A5F48

B26A5F 44

826A5Fu4k | 6BSABS22 | EPSIMP32 .6BSAR522
A26A5F48 | 6BSEOE3A| EPSIHP32 .6BSEOESA
826A5F4C | AAORAEAA
826ASFS0| BARAAAA
826A5F5Y | GBSEQE2F | EPSIMP32 .6BSEQE2F
826A5F58 | 76EDSF18 | ntdll . ZuProtectUirtualMemory
826A5F5C | B26A6140
826ASF6@| FFFFFFFF
A26ASF6Y| B26AG04E
826A5FA8 | B26A6 4L
5. ROP shellcode
a) A18 shellcode bytesavailable
ROP ROP ZwProtectVirtualMemory
shellcode shellcode

GB5D1218

E8 WGBBFDFF call EPSIHMP32.6BSAC263
C745 D8 178808\ mov dword ptr ss:[ebp-8x28],

" EB C9 I XEpsINP32.6BSD11EF

8B4D F8 mov ecx,dword ptr ss:[ebp-8x8]
8BA1 mov eax,

~ EESA g .. ... leald : ERSTHRR? GRGFQERE ., ...

6B5D122E|  3BL7 .
SRED 2020 ey Ea | | XEPSIHP32.6B5D1235
6B5D1232| 83C8 FF - ean

shellcode

Shellcode



FEAFITINR. exci#d2, iTPostSeriptild

shellcode

PE

81C2 160830800
8955 EC

B8 B4000000
GBCB @8

dword ptr
dword ptr
dword ptr
LB26A616A

,dword

dword ptr
dword ptr
XB26A6183

,dword
dword ptr
XB26A6161

sdword

dword ptr

shellcode

ss:[ebp-8x14]
ss:[ebp-8x4].
ss:i[ebp-8x18].
ptr ss:[ebp-8x18]

ss:[ebp-8218],
ss:[ebp-8218].

ptr ss:[ebp-8x18]
ss:[ebprecx*4-0x9EH],

ptr ss:[ebp-8z14]

ss:i[ebp-8x14],

dil_a



B26B682E 8098 POODOOOO
826B6834 BA 4DSABBB0
826B6839 66:3913

short 026B6851
short B26B6854

short 826B6834

B26B6B57 .

B26B6D17
B26B6D27
B26B6D37
B26B6D47
B26B6D57
B26B6D6T

o E]
Xor edx,edx

call edx
mov eax,dword ptr ss:[ebp-8x4]

d) Fork 32 64 payload

88412036 57

8e412037| E& FEG10080 call 00412F3A
83IF8 M CMp eax,
75 o short 88412D4D
BD 686CHI A0 nov ecx,Bxh36C68

e) payload CVE-2017-0263

88412DBA 6A B8
88412DBC 6A 81
B0412DBE 57

88412DBF FFDB@

88412DCA1 E8 DDEDFFFF call B88411BA3
B8412DC6 83F8 B3 cmp eax,

- . v short ahy
| bUsIZDLE _Eb Tir6kREE a84123E1

f) WinWord



88412EM1 6A 81
33Dp2 Xor edx,edx
B? EB974288 mov ecx,Bx4297E8 WINWORD .exe
E8 B2FEFFFF call 8ey12cD1
EQ ecy B8841348C
8BCB Moy ECx,eax

E8 14FDFFFF call B8412B6B
85CA test eax,eax
. BF84 CEAAOAAN a8412F27
8BCB Moy ECx,eax
E8 SCFDFFFF call B8y12BC2

R,

0)] dil_a WinWord

avora -prEssifeopTedey

short G8412F 94

- 82411069

h) dil docx
dll %tempY\apisecconnect.dll
rundll32 dlil
syl do
[~ £
5¢ . _DORL -
>8 )
59
on - | - N EE‘ g1 Fhnaramilet
=.‘Fu...’F-%ﬁ-‘*_f’&:fﬁ"ﬂl?‘('ﬁ'-} e — T e e AT i e T s
rEes G £-%sub_1880453C{{intyul, i} 2 BAAHRER IR E R 63
64
RN EU TR 65
¥ 66
TF (=g _BYTE =j( + @183 && *(unsigned _ intBjsub_188815BBE(intjul, i) j7/ F|ErEH@ET rundl1323){Ta11 67
return 1; 68
H 69
while.(.++i <. 15 ﬂ
i) apisecconnect.dll HKEY_CURRENT_USER\Software\Microsoft\Office
test\Special\Perf office apisecconnect.dll
> LYl — 2w,
16 = {LPCUSTR)decrypt{{int)un); /7 "apisecconnect.dll"”
17| = = aB0A;
18 [1] = 18;
LA B T s Bl R R LR . .-".:!1—:.__.:... .
= LB T TR T
52 l_-l= const sCHAR =« 1t oar
23 LIS
24 1
erf" 25 a'— const WCHAR = int a:

26



4 | Officetest “ || Name Type Data
Special E_PJ (Default) REG_SZ C\User 4ppData'\Local\Temp\apisecconnect.dll




